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Abstract CA & the abbreviaton of cellular autan atawh h are dynan cal system sw ih discrete space and tme Consi-
erable nterest has been shown over the past decade n the use of cellular autom ata in cryptography The am of ths pa-
per B to present a new schene for inage encryption which canbines two-dmensional CA appwach we proposed n
M oore neighbothood on the graph stucture of square lattice and CWQ m ethod based on quad-tree stucture First the
wo-d m ensional CA encryption appmwach can strengthen the system’ s securily more greatly han the confusbr-only CW Q
method Second CW Q method enhances the confusin property of he two-d in ensional CA appmwach which satisfies ava-
lanche effect and the property of diffusion M oreover an mportant feature of the proposed schane & that it has very
large nunber of security keys and simp ke operatbns which are especilly useful for d igital mage enciypton
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A's the rapd pwogress of Intemet in the digitalworld today, nework security and data encryption has becane
a critically mportant issue Traditbnal cryptographic algorithm does not fit to inage encryption because of differ
ent characteristic between digital data and mage data Innovative encrypton techn iques need to be developed for

the w de use of multinedia technology and he mprovenent n network transnisson Inage encrypton is neces
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sary formultmedia internet app lcations and is useful for provid ng special security demands n privacy mntellec-
ual properties m edical maging and m ilitary mage databases etc M any encrypton akoritm s have been pre-
posed to pwtect digital mages and videos However there are still same potential w eakness existing in m any m—
age encryptbn schanes Num erous techn iquesw ere poposed to get the ain of supportng special functions of d+
verse multmed ia sevices n different environment whidh are referred to Ref [ 1~ 3]. Cellular automata were
orginally proposed by John von N eumann as fomalmodels of se Frepoducng organisns Physicsts and bble-
gists began to sudy cellilar autamata for the purpose ofmodeling n their respectve damans In the present erg

cellilar autam ata have been used for canputng or asmodels of chan ical] VLSI circuits paralklmu ltprocessor
architecture in age processng pattem recognition and cryptographic applicaton So cellular autom ata are now
beng studied fran m anyw idely different angles Themai challenge is to associate a given phenan enon w ith the
evolng autamata fied In this paper we beus on the cryptographic applicatbn of wo-dmensbnal CA for m—
age W olfram' proposed the first cryptographic app lication of aCA. Nandi et al” presented a block and streamn
cpher based on CA. Ciyptographic security exam nation of the wo stage progranmable CA has been given in
[ 6]. Chen et al” presents am ehod for mage encrypton based on pemutaton of the pixels of the mage by the
SCAN methodology and rep lacement of the p kel values usng a pwogressive CA substitution Same cryptograph ic

" studies CA with additive mles on finite und irected graphs

app lications of CA are simm arized in [ 8]. Sutnet’
W e propose an inage encryption approach based on wo-dimensional CA inM oore neighbothood on the graph
structure of square lattice
W avelet transform is now used in mage canpression and encrypton more and more w idely Same wavelet
can pression methods take advantage of progression to encode the mage data fran approxinate parts to details
Embedded Zero-tree W avelet ' is a very effective codng technique based on partial order of wavelet coefficients
by magnitude w ith a set partition ng sort akoritm, ordered bit plane transm issbn, and exp bitation of self sin +
larity acwss different scales of the magewavelet transform. A varatbn versbn of he Fmbedded Zero-tree W ave-
let called Set Partition ng n H ierarchical Trees was given n [ 11]. Thesemethods are used effectively by tak ng
advantage of the relationshp of graph stmcture especially tree structure beween a node and its chidnodes
Lan and W ang[ ] poposed awavelet coefficient confusion m ethod based on quad-tree stmcturg called CWQ
method They showed that the method is suitable for inage or video encryptbn in nework transforn w ith rea}
tme requiran enf especially inmobilemultimed i network because of low cost and realizing b it rate control eas+
l. Whereas wavelet transfom has the feaure of enegy convergence whichmay do same hep to statistical ana}
ysis So same encryptbn sirengthened method are needed for he systen’ s security. In [ 12], Sign Encrypton
method( SE  and Approxmate Coefficients Encrypton(ACE method are used for the pupose after apply ng
CW(Q method Ournew mage encryption schan e incorporates he two-din ensional CA appwach we proposed and
CWQ method n [ 12]. Differwith OWQ + SE+ ACE method the woe-dmensional CA appwach are used before
tak ng OWQ method The jont wo-dmensional CA appwach and CWQ method for encrypting mage has several
advantages Firsf the wo-dimensbnal CA encrypton approach can strengthen the systan’ s security greatly and
he confusion effect can be canpared to that of OWQ + SE+ A CE method which is discussed n Sectbn 3. A nd
CW ( m ethod enhance the confusion poperty of the wo-dm ensbnal CA appwach which satisfies avalanche effect
and the property of difison M oreover the new in age encrypton scheme satifies the characteristics of conven-
ient realizatbn very large nunber of seaurity keys the characteristics of less canputatbnal canp lexity fast en-

cryption speed and low cost which are suitable formultimed & app lications
1 Background

A cellular autom ata is a discrete dynam ical system that consists of an arrangement of basic camponents
called cells togeherw ith a wansition rule The cells have a finite number of states which are updated synchre-
nously accord ng to a specified local mle A standard fom al definiton of classic CA is given as follows
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A d-dimmensonalCA, .7 consists of six parts (Zd, Q, I, .AZ £ Q). Underling space VA represents a
d-dimensbnal orthogonal coord nate system. Suppose that every cell is specified by the point whose coord nates
are (%1, X2, -+ %) on Z. Q isa fnite set the elaments of which are the states of.Z. A configuratbn is am ap
¢ 7” Q. The set canposed of all possb k configuratbns is called configuration space Il Configuration is of
ten related to tine LetC, denote the configuration at tinef ten the state of a certain cell ¢ at time ¢ is denoted
asC,(c). Suppose that the coowd hates (xi, x5, -, ;) specify a certain celle, then . B= {(yi, y2, -5 v ): ly:
—x; 1S1 1<i<d) is denoted as the cell s neighborhood Obviously there are exact 3 cells in every cell s
neghborhood f is a local mle actng on a cell s neighborhood and a bcal transition function w ith 3’ variables
The values of the finction and its varnbles are taken fran Q.  represents he global transfom atbn on IT -
duced by £ If@ acts onC,, we can getC,. where every cell’ s state is the result can ing from the acton off on
its neghbothood i e, C.i=f(C.(B(c))) Vc€ YA  is then often caused the evolution or next state
transform ation configurations beng the states of the systam. It plays an essential wle in practichg CA.

Because i age ismade up of pixels specified by wo-dinensbnal p lane coordinates we take a wo-dinen-
sobnal CA as the exanple to descrbe concretely. Z' isthe underlying space of wo-dmensobnal CA. The cells are
arranged i the fom of a square lattice stmcture The intersecton of he squares fom the cells of the autanatin.
W e can use (g b) to specily every cellwhose state is assumed to be 0 or 1 and whose neghborhood is the set
consisting of nine cells (¢ £1 b), (a b X1), (a XL, b *1) and (a b). The neghborhood is the so-called
M oore neighborhood which is fomed by the specified cel]l (a b), wih its eghtnearest neighbors Local rule

f can be expressed i equations f( 000000000) = €, f(000000001)= &, .., f( 111111111)= &, where &€
{Q 1} and & {1 2 ... 512}. We represent the local rulef by € € ... &p convenientl. For exanple f= (x
(BDE 264 0 represents a 128 bit hexadecm al number i e, 512 bitbnay number canbined by 16 copies
of the same hexadecm al nunberBD E2640 together Suppose that the original configuratbn isCy at tmet= (Q
and the states of cells n he neghborhood of a cellwhose state 5xg arexq x1, ..., x5 Then the state of the cell
s/ (Xo, X1, Xo, X3 X4 X5, X6, X7, Xs) attimet= L Allcelly states can be obtained n he sameway W e put
he states together to gain configuration C which can be considered as the result of global transfom ation @ acting
onCy Furthemorg C,, C;, C4 ... can be generated in successon

For an encryption applicatbn the plantext isp and the ciphertext is ¢ then the so-called avalanche effect is
as folbws a small change(e g, 1bit inp should result n a big change n ¢ and a anall change n he local
rulef should yeH a sgnificant change n the ciphertext Suppose that a certain cell is specified by (x1, x2). De-
note {(yy ya s ya ) lyi—x, 12 1<iSKd} as the cell s 2-neighborhood The state of every cell in wo-d+
mensbnal CA attinet= 1 is decided by he acton of local mlef on the states of cells in its ne ghborhood at tine
t= Q But its state at tme ¢t= 2 relies on the action of beal rule f on the states of cells in its 2-ne ghborhood at
tme t= Q Analogicall, its state at time t= n rests with the action of local mlef on the states of all cells whose
coordinates are not in excess of its coordinates overn attmet= 0 Sowhenn is large enough CA will be affect
edm arkedly by avalanche effectwhich contans o aspects one is thatwhen a certan cell’ s state is changed at
tme t= Q the statesofa lage-scale cellsw illbe affected at tme t= n, the other is thatwhen the orignal config
uratobns of wo CA are sane canpletely but nuanced beween the wo CA n bcal mles the configuratbns at tme
t=n will be of astonshing difference The fact above is also one of the theoretical basis that our encrypton
schen e depends on 1 our paper

W e denote

{(yey2): lyi—x IS) 1SiS2 jEZ )
as the cell’ s fneighborhood generall. Note that there are 25 cells in every cell s 2-neghborhood and the

nunber of ndependent variab les of bcal rule achieves 2”. Then he set of beal rules would contain
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elaments Smilar to l-neighborhood bcal rule we represent the 2-neighbothood local mleg by

&6 - Ezs5a43

For exanple,
524288

g = v (D3AB593CO5EB 84 9)
represents a 8388608 b it hexadecmal number i e, 33554432 bitbmnaiy nunber canbned by 524288 copies
of the sane hexadecinal number
D 3AB593C05EB 84 9

together A f-neghborhood local rule can be represented s ilarly where j> 3

The quad-tree structure decanposes a 2 x2 mageblock nto an (N — no + 1)-level hierarchy, where all
blocks at level n have size 2 x 2, 0<no<n<N. This structire corresponds to a rooted tree, in which every
node ie, every2' X2 block has0 or4 children Nodeswith children are called ntemal nodes while those
w ithout any children are called leafnodes i ¢ it is not further subdivided For each node n a tree, we define
its level to be the number of edges in the shortest path fran the node to the root The height of the tree is defined
tobe themaximum of the levelsof itsnodes The tree can be represented by a series ofb its that indicate tem na-
ton by a leafwith a “0” and branching nto child nodesw ith a“1”. The quad-tree stucture is canmonly used
n mage cod ng to decan pose an mage into separate spatial regbns to adaptively dentify the type of quantizer
used in various regions of an mage M any canpresson and encryption algorithm s based on quad-tree stucture is
especially suitable for portable devices thatmay not have too much canputing pover Because of their bw can—
putational canplexity these methods are very efficent

W avekt transfom has becane powerful n image and video canpression and encryptbn Sanew avekt coef
ficient confusion methods whih are the enciyption methods canbning with the wavekt canpression methods
have been proposed such as CWW mehod CWF mehod and CWQ method referred in [ 12]. CWW method
pemutes wavekt coefficents anong the whok mage CWF method pemutes wavelet coefficients anong the
sane frequency subband CW(Q method pemutes wavelet coefficients anong the child-nodes that have the same
parentnode In CWQ, the approxinate coefficents and lowest detail coefficents are confused n the same man-
ner as CWF method while the rest coefficients are confused based on quad-tree strucuure To the san e size mn—
age the key spaces of the confusion methods are different fran each other Campared to OWW m ethod and CW F
method (WQ method B ofthe smallest key space whereas CWQ method can get the best bit rate control resu lt
and is faster than CWW and CW F methods n the encryption speed.

W e take advantage of the virtues of both wo-dinensbnal CA approach and (W (Q method to present a new

mage encrypton schem e as follow s
2 Jont lmage Encrypton Scheme

The boundary conditbns that are used n CA depend on the specific physics of the systan being modeled
Because every mage is on fnite plane while unbounded p lane Z’ is nfnite wemust dealwith the rouble for the
pumpose of app ying wo-dimensional CA. Ifwe consider the mage to be on a topological anchor rng i e , the
right border of the mage laps the lefi one and the top border supeposes the bottan ong then every p xel has
nne ones( nchding itself 1 itsneghborhood n the nage W ithout loss of generality, we take black-and-w hite
bnary m age for exanple to illustrate how to encrypt m age by applyng wo-d mensional CA approach canb ned
wih OWQ method W e can consider that black or white represents 1 or O of cell’ s statg respectvel, n a
black-and-wh ite bnary m ageM. A lice and Bob agree on wo selected various neighborhood beal mles which are
a Fneghborhood local rule f and a 2-neighbothood local ruk g with an iteration tine = n besides (WQ key in
advance In the encryptbn stage A lice does the Dllow ng operations

Step 1 Generating an randan black-andw hite binary mage Ry of the sane size as he messageM. Let
Co(Ry ) = Ru.
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Step 2 Obtanng C, (Ry ) = (gf)" (Ry ) andNo=C, (Ry )Y M, where Y represents the operatbn of
XOR.

Step 3 GettngN 1= CWQ (No and sending (Ry, N1 to Boh

In the decrypton stage Bob does the follow ng operations

Step 1 GettingC,(Ry )= (gf)" (Ry ) andNo= CWQ ' (N, ).

Step 2 RecoverngM = C, (Ry )Y Ny becauseN o= C, (Ry )Y M.

Note that the mage encryptbn algoritm based on wo-dmensbnal CA can also be used for gray-scale m—
age Let (Pix; Jwxn be the gray-scalematrk of a gray-scale mage and transfom every P;x; ( between 0 and 255
nlo a bnawy array, ie, Pix= d?xjdilxj"'dZ'x]‘, hen he gray-scale in age (P;x; Jvxu is equivalent to eightb na-
ry mages ((fl:x]‘)WxH, 0SkS7 Thus our akorihm can be used to encrypt a gray-scale mage easily S ilar
I, we can use this algorithm to encrypt a color mage

3 Experinental Result

W e take the 256 % 256 sized inage Cameranan, choose a -
ne ghborhood local rule f* and a 2-neighbothood local ruk g where
f= (BDE264M )" and ‘
g= (D AB593C 0FB8NUI)
The left part of Fig 1 is the original gray-scale mageM which

524288

is encrypted by our algorithm. The enciyption resultV, are shown

n the right part of Fg 1 The confusbn effect of V1 can be can—  Fig.1 Original image M and cipher-image N,

pared to thatofFi 3 n [12]. It is obvious that the new enciyp-

ton schan e of wo-dmensbnal CA appwach pintwith OWQ m ethod m ake the mage more confusbn than the
CWQ method even if canbined w ith SE and ACE methods A fier dec pherng the right part ofF i 1 by perfom-—
ng the process of decrypton, we can get the recovered mage which is dentical to the orignal m age the left
partof Fig 1

4 Discussbns and Conclisbns

Just as our discussion above when n is large enough, the val
ue of each pixel at tine ¢= n is detem ned strictly by beal rulef,
g and the valies of allpkels at tine t= Q which causes that our }
proposed system satifies obvbus avalanche effect and diflusn
property For example ifwe alter local uk gf just a little such as &
changng the value ofgf(010010101) to be 1gf( 010010101), we &

can obtan a nev cipher-mageN,, ie, the left partofFig 2 af Fig2 New cipher—image N, and result image N, of

ter enciyptng Caneranan mage once more w ithout changing the performing XOR operation on N, and N,
other factors

Next we can getNs the rghtpartofFig 2 todisplay the p ketw ise absolute difference of the wo cpher
mages/N| andN, through the operation of XOR on them. This fact shows that the wo ¢ pher mages have no sm—
ilarities even though the local mles differ by only one vahe

Sncewavelet transform has he feature of enegy convergence which may do sane help to statistical analy
sis it B essentnl for an eavesdropper Charlig to find the local mlesf, g and tmen that can be consdered as
part of the key of our algorithm. Fran the discussbn n Section 1, we know that the setof independent var b les
of Fneighborhood local rulef contans 512 elem ents which means that here are 2" beal mles in two-din ension-
al CA. And the range of local rule can be w dened furher if we replace 1-neighborhood by 2-ne ghboihood
There are 25 cells in every cell s 2-neighbothood and the nunber of ndependent variables of local mle
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33554432
2

achieves 2. Then the set of beal mles would contain 2 = elanents thatmake the anountofkeysofour

algorithm lager han everw ih little affect on the speed of encryptbn and decryption But ifwew iden the neigh-
borhood furthem ore by rep lac ng 2-neighbothood w ith 3-neighbothood then the set of beal rules would contain

W 5694995342131
20 =2

has better avalanche effect than a 2-ne ghborhood local rule naturally because the state of a cellwould be affected

elements since there are 49 cells in every cell’ s 3-neighborhood A 3-neghborhood beal mle

by the states of cells n its larger neighbothood Tt seems that it is better for us to choose a 3-neighborhood local
rule mstead of a 2-neighbothood local rule W hereas it is unpractical for us to mp len ent the can puter sinula-
ton for that a 3-neighbothood bcal mlewoul need too largem enory. For a -neighbothood rulef which can be
represented by € &, ...&1 &, it needs 512 bit( or 64 byte to be stored n memory since every € takes l-bit

Then for a 2-neighborhood wle g that can be represented by €&, -+ €3554431 Es3s5a43, it needs 33554432 biit ( or
about4M B to be stored n memory. Furher a 3-neghborhood rule A needs 64T (0r65536 G  byte to be
stored n memory which is inpossible in practte However we can take another dea and get a 3-neighbothood
local ruk gf by acting a F-neighborhood rule f first then acting a 2-neighbothood rule g again Then the state
of a cellwill also be affected by the states of cells in its 3-neighbothood i e, the canbined beal mlegf is ac-
tually a 3-neghbothood bcal rule W e only need 4MB+ 64B m enory to store the 3-neighborhood local mle gf
hat can be realized easily n practice This dea is applied in our encrypton scheme Note hatgf= g whenf is
an identical transfomaton so the key space must be larger than 233554432 However the key space cannot
achieve 27 x 2P = 299 £ 4 cambned 3-neighbothood local rule gf since wo different group canb ned
local ruks maybe becane a sane canbined local mle For exanple when g and g, take same special local
rules saygi= ga= (Q - 0), theng fi=gafa= (Q -, 0) althoughf) f> Whereas since such cases only

512 3554432 3554944
x72 =7 . Actr

take a anall portion andfg Zgf n CA n genera] thekey spacewould be close to 2
ally this idea can be generalized by canb nng more l-neghborhood local rules and 2-neighborhood local mles
to get larger ne ghborhood local ruks which can strengthen avalanche effect and enlarge he key spacewhile take
gnallm enory n practice

Besiles avalanche effect and diffison propertes the pwoperty of confusbn of wwe-dmensbnal CA can be
enhanced by CWQ method whidh is good at confusng image Take aK XK sized m age and [-layer wavelet

3xXL (N /2 )2

transform for example the key space of CW () method is [ (N /2L)2.’ 7t x (4 ) F? . So the eavesdrop-

L ) 2
33554432 3x 21: 2(256/2’)

per Charliemust contend w ith searching through near 2 +/ (256/2")2! ]4 x (4 )
K =256 And alostperfect guess off, g and nm akes decryption m possible afier the ¢ pherm ageN o is confus-
ed by (WQ m ethod agan. The volme of security key of the scheame we pwoposed is much larger than 10

which is the lower bound of the volme of security key ntroduced in [ 7] for mages of size 256 %256 The dis-

key space if

cussion of encryption speed 0of CWQ method has been shown in [ 12]. W e analyze the canputing canp lexity of
the encryption process by wo-dmmensional CA. Assume the size of either orgnal black-andwhite b nary m age
M or randan bitpatiern Ry is [ Xw. Then we act the beal rule gff on Ry n tines successwely For every p el
wih state valiexp during each iteration we first search the states of its 9 neghbors say xi, %1, -+, %5, h its
I-neghbothood Then we replace xp by the new state valuef (xi, x4, -+ x3) for the pixel The tme canp lex+
ty of this process 8 onlyO (1) if the localrulef has been saved n hememory Si ilarly the process also takes
O (1) tine forthe action of a 2-ne ghborhood local ruleg. The total tin e for searching and replacing isO ([ xw )
n each iteration Shce the iteration number isn, the canputing canplexity for obtaning (gf)" (R) isO (n x1
Xw ). W e should execute he operation of XOR on (gf)" (R ) andM which costsO (1l Xw ) tme Sice agray
scale mage can be considered as the canbinaton of eight bnaly mages the sum of canplexity for ganng c+
phermageNo isO(8Xn X [Xw )+ 0 (8% I%Xw) =0 (nXxXI%w ). Forafxed nunbern, the canputational
canp kxity 5 only O (I xw ).
Cellular autam ata can exh bit fasc natingly canplex behavior by dealng w ith the relations between the part
— 6 —
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and thewhole It has been applied n other siudies widely and tied n m any probkms such as he Conway’ s
gan ew hich is actually a wo-dmmensbnal CA w ith special beal mle Howard Guiow itz a d iscrete dynam ical sys-
ten scientist designed a CA — 1 1 algoritm based on cellular autanata This is a bbck encryption akorithm
wih key of 1088 bits which is very effective in VLST circuits and has been protected by patent right Due to the
universality of CA model more app lications can be found n traditional ciyptography and nage processing
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