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Abstrac t: CA is the abbrev ia tion o f ce llular autom a tawh ich a re dynam ica l sy stem sw ith discrete space and tim e. Consid-

e rable interest has been shown over the past decade in the use o f cellular au tom ata in cryptography. The a im o f th is pa-

per is to present a new schem e fo r im age encryption, w hich com bines two-d im ensiona l CA approach w e proposed in

M oore neighbo rhood on the graph structure of square lattice and CWQ m ethod based on quad- tree structure. F irst, the

two-d im ensiona l CA encryption approach can strengthen the sy stem. s secur ity mo re greatly than the confusion-on ly CWQ

m ethod. Second, CWQ m ethod enhances the con fusion property o f the two-d im ensiona lCA approach wh ich satisfies ava-

lanche e ffect and the property of diffusion. M oreover, an importan t feature of the proposed schem e is tha t it has very

larg e number of secur ity keys and simp le operations wh ich are espec ia lly useful for d ig ita l image encryption.
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[摘要 ]  细胞自动机简称 CA,是具有离散的空间和时间特性的动力系统.在过去的 10多年里, 细胞自动机在密

码系统和信息安全方面的应用得到了人们相当大的关注和兴趣.本文给出了一种结合格图结构摩尔邻域的二维

CA方法和基于四叉树结构的 CWQ方法的图像加密方案.首先,二维 CA的加密方法可以比仅进行混淆作用的

CWQ方法更有效地提高系统的安全性.其次, CWQ方法可以加强具有雪崩效应和扩散性质的二维 CA方法的混

淆性质. 方案具有大密钥量且简单易行适用于数字图像加密等特点.
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  A s the rapid progress o f Internet in the dig ita lw orld today, netw ork security and data encryption has become

a critica lly important issue. Tradit iona l cryptograph ic algor ithm does no t fit to image encrypt ion because of differ-

ent characterist ic betw een dig ita l data and image data. Innovative encryption techn iques need to be deve loped for

the w ide use of mu lt imedia technology and the improvement in network transm ission. Image encrypt ion is neces-

)1)

第 31卷第 1期

2008年 3月
    南京师大学报 (自然科学版 )

JOURNAL OF NANJING NORMAL UNIVERSITY ( Natura l Sc ience Edition)
    Vo.l 31 No. 1

M ar, 2008



sary formu lt imedia internet app lications and is use fu l for prov id ing special security demands in privacy, inte llec-

tual properties, m edical imag ing andm ilitary image databases, etc. M any encryption a lgorithm s have been pro-

posed to pro tect dig ita l images and v ideos. How ever, there are still some potentialw eakness ex isting inmany im-

age encrypt ion schemes. Numerous techn iquesw ere proposed to get the a im of supporting special functions of d-i

verse mult imed ia serv ices in different env ironment w h ich are referred to Re.f [ 1 ~ 3]. Cellular automata w ere

orig ina lly proposed by John von N eumann as forma lmodels of se l-f reproducing organ isms. Physic ists and b io lo-

gists began to study cellu lar automa ta for the purpose o fmode ling in their respective doma ins. In the present era,

cellu lar automata have been used for computing or as models o f chem ica,l VLSI c ircu its, para lle lmu lt iprocessor

arch itecture, im age processing, pattern recogn ition and cryptograph ic application. So ce llular autom ata are now

be ing studied from m anyw ide ly d ifferent ang les. Thema in challenge is to assoc iate a g iven phenom enon w ith the

evo lv ing au tomata fie ld. In th is paper, w e focus on the cryptographic application of two-d imensiona l CA for im-

age. W o lfram
[ 4]

proposed the first cryptographic app lication of aCA. N and i et a l
[ 5]

presented a block and stream

c ipher based on CA. C ryptog raph ic security exam ination of the tw o stage programmab le CA has been g iven in

[ 6]. Chen et al
[ 7]

presents am ethod for image encrypt ion based on permutat ion o f the pixels of the image by the

SCAN methodo logy and rep lacement of the p ixe l values using a progressive CA subst itution. Some cryptograph ic

app lications o f CA are summarized in [ 8] . Sutner
[ 9]

studies CA w ith addit ive ru les on fin ite und irected graphs.

W e propose an image encryption approach based on two-dimensiona l CA inM oore neighborhood on the graph

structure o f square lattice.

W avelet transform is now used in image compression and encryption more and more w idely. Some w avelet

compression methods take advantage of prog ression to encode the image data from approx imate parts to deta ils.

Embedded Zero- treeWavelet
[ 10]

is a very e ffect ive coding technique based on partial order ofw ave let coeff icients

by magnitude w ith a se t part ition ing sort a lgorithm, ordered b it plane transm ission, and exp lo itation of self sim-i

larity across different scales of the imagew avelet transform. A var iat ion version o f the Embedded Zero- treeW ave-

let ca lled Set Part ition ing inH ierarch ica lTrees w as given in [ 11] . Thesemethods are used effectively by tak ing

advantage of the relationsh ip o f graph structure, especially tree structure be tw een a node and its child-nodes.

L ian andW ang
[ 12 ]

proposed a w avelet coefficient confusion m ethod based on quad- tree structure, called CWQ

method. They show ed that the method is suitable for image or v ideo encrypt ion in network transform w ith rea-l

time requirem en,t especia lly inmob ilemu lt imed ia netw ork because o f low cost and realizing b it rate control eas-i

ly. Whereas, w ave let transform has the feature of energy convergencewh ichmay do some he lp to statistical ana-l

ysis. So some encryption strengthened method are needed for the system . s security. In [ 12], Sign Encrypt ion

method( SE ) and Approx imate Coeffic ients Encrypt ion( ACE ) method are used for the purpose after apply ing

CWQ method. Our new image encryption schem e incorporates the tw o-dim ensionalCA approach w e proposed and

CWQ method in [ 12]. D iffer w ith CWQ + SE+ ACE method, the tw o-d imensional CA approach are used be fore

tak ing CWQ method. The jo int tw o-d imensional CA approach and CWQ method for encrypt ing image has several

advantages. F irs,t the tw o-d imensional CA encrypt ion approach can streng then the system . s security g reatly and

the confusion effect can be compared to that o f CWQ + SE+ ACE method which is d iscussed in Sect ion 3. A nd

CWQ method enhance the confusion property of the two-dimensiona lCA approach which satisfies avalanche effect

and the property o f diffusion. M oreover, the new im age encryption scheme sat isfies the characterist ics of conven-

ient rea lizat ion, very large number of security keys, the characteristics o f less computat iona l comp lex ity, fast en-

cryption speed and low cost wh ich are su itab le formu lt imed ia app lications.

1 Background

A ce llular autom ata is a d iscrete dynam ical system that consists o f an arrangement of basic components

called cells togetherw ith a transition rule. The cells have a finite number o f states w hich are updated synchro-

nously accord ing to a spec ified loca l ru le. A standard form al definition of c lassic CA is g iven as follow s.
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A d-d imensiona lCA, A, consists o f six parts, ( Z
d
, Q, 0 , B, f, Qf ). Underly ing space Z

d
represents a

d-dimensiona l orthogona l coord inate system. Suppose that every ce ll is spec ified by the po int w hose coord inates

are ( x1, x2, ,, xd ) on Z
d

. Q is a fin ite se,t the elements ofwh ich are the states ofA. A configurat ion is am ap

C: Z
d

y Q . The set composed of all possib le configurat ions is called configuration space 0. Configuration is o-f

ten related to time. LetC t denote the configuration at t ime t, then the state of a certain ce ll c at time t is denoted

asC t ( c). Suppose that the coo rd inates ( x1, x2, ,, xd ) specify a certa in ce ll c, thenB= { ( y1, y2, ,, yd ): |y i

- xi | [ 1, 1[ i[ d } is denoted as the ce ll. s neighborhood. Obv iously, there are exact 3
d
cells in every ce ll. s

ne ighborhood. f is a loca l ru le acting on a cell. s neighborhood and a local transition function w ith 3
d

variab les.

The values o f the function and its variables are taken from Q. Qf represen ts the g lobal transform ation on 0 in-

duced by f. IfQf acts onC t, w e can getC t+ 1 where every cell. s state is the resu lt com ing from the act ion o f f on

its ne ighbo rhood, .i e. , C t+ 1 = f (C t ( B ( c) ) ), P cI Z
d
. Qf is then o ften caused the evolution or nex t state

transformation conf igurations be ing the states o f the system. It plays an essentia l ro le in pract icing CA.

Because im age is made up of pixels spec ified by two-dimensiona l p lane coordinates, w e take a tw o-d imen-

siona lCA as the example to describe concrete ly. Z
2
is the underly ing space of two-d imensiona lCA. The cells are

arranged in the form of a square lattice structure. The intersect ion o f the squares form the ce lls o f the automat ion.

W e can use ( a, b) to spec ify every cellwhose state is assumed to be 0 or 1 and whose ne ighborhood is the set

consist ing of nine cells ( a ? 1, b), ( a, b ? 1), ( a ? 1, b ? 1) and ( a, b ). The ne ighborhood is the so-ca lled

M oore ne ighborhood wh ich is formed by the specified cel,l ( a, b ), w ith its e ight nearest neighbors. Local rule

f can be expressed in equations: f ( 000000000) = E1, f ( 000000001) = E2, ,, f ( 111111111) = E512 where Ei I

{ 0, 1} and iI { 1, 2, ,, 512}. W e represent the loca l rule f by E1E2 ,E512 convenient ly. Fo r example, f = 0x

(BDE 2640A )
16

represents a 128 bit hexadecim al number, .i e. , 512 b it b inary number, comb ined by 16 copies

of the same hexadecim al numberBDE 2640A together. Suppose that the orig ina l configurat ion isC0 at tim e t= 0,

and the states o f cells in the ne ighborhood o f a cellw hose state is x0 arex 0, x 1, . . . , x 8. Then the state of the ce ll

is f (X 0, X 1, X 2, X 3, X 4, X 5, X 6, X 7, X 8 ) at t ime t= 1. A ll cells. states can be ob tained in the samew ay. W e put

the states together to ga in configurationC 1 which can be considered as the resu lt of global transform ation Qf act ing

onC 0. Furthermore, C2, C3, C 4, , can be genera ted in succession.

For an encryption applicat ion the pla intext isp and the ciphertex t is c, then the so-ca lled avalanche effect is

as fo llow s: a small change( e. g. , 1 b it) in p should resu lt in a big change in c; and a sma ll change in the local

rule f shou ld y ie ld a significant change in the ciphertex .t Suppose that a certain ce ll is spec ified by (x 1, x 2 ). De-

note { ( y1, y2, ,, yd ): |yi - x i |[ 2, 1[ i[ d } as the cell. s 2-neighborhood. The state o f every ce ll in tw o-d-i

mensiona l CA at tim e t= 1 is decided by the act ion o f local ru le f on the states of ce lls in its ne ighborhood at t ime

t= 0. But its state at time t= 2 re lies on the action of local rule f on the states of ce lls in its 2-ne ighborhood at

time t= 0. Ana log ica lly, its state at time t= n rests w ith the action o f local ru le f on the sta tes of all ce lls w hose

coordinates are not in excess of its coordinates overn at tim e t= 0. Sow hen n is large enough, CA w ill be affec-t

edm arkedly by ava lanche effectwh ich conta ins tw o aspects, one is thatwhen a certa in cell. s state is changed at

time t= 0, the states o f a large-scale cellsw illbe affected at time t= n, the other is thatwhen the orig inal config-

ura tions of tw o CA are same complete ly but nuanced betw een the two CA in local ru les, the configurat ions at t ime

t= n w ill be o f aston ishing d ifference. The fact above is a lso one of the theo retica l basis that our encrypt ion

schem e depends on in our paper.

W e denote

{ ( y1, y2 ): | y i - xi | [ j, 1 [ i [ 2, j I Z
+
}

as the ce ll. s j-neighborhood, genera lly. Note that there are 25 ce lls in every ce ll. s 2-ne ighborhood, and the

number o f independen t variab les o f local rule ach ieves 2
25
. Then the set o f local rules would conta in

2
225

= 2
33554432
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elemen ts. S im ilar to 1-ne ighborhood local rule, w e represen t the 2-neighborhood loca l ru leg by

E1E2 ,E33554432.

For example,

g = 0x (D 3AB 593C 05EB 87A 9)
524288

represents a 8388608 b it hexadecima l number, .i e. , 33554432 bit b inary number, comb ined by 524288 copies

of the same hexadec imal number

D 3AB 593C 05EB 87A 9

together. A j-ne ighborhood loca l rule can be represented sim ilarly where j\ 3.

The quad-tree structure decomposes a 2
N @ 2

N
image b lock in to an (N - n0 + 1)-leve l h ierarchy, where a ll

blocks at level n have size 2
n

@ 2
n

, 0[ n0 [ n[ N. This structure corresponds to a rooted tree, in wh ich every

node, .i e. , every 2
n @ 2

n
block, has 0 or 4 ch ildren. N odes w ith ch ildren are ca lled internal nodes, wh ile those

w ithout any children are called leaf nodes, .i e, it is not further subdiv ided. For each node in a tree, w e de fine

its leve l to be the number o f edges in the shortest path from the node to the roo.t The height of the tree is def ined

to be themax imum of the leve ls o f its nodes. The tree can be represented by a series o fb its that indicate term ina-

t ion by a leaf w ith a / 00 and branch ing in to ch ild nodesw ith a / 10. The quad- tree structure is commonly used

in image cod ing to decompose an image into separate spa tial reg ions to adaptive ly identify the type of quant izer

used in various regions of an image. M any compression and encryption algorithms based on quad-tree structure is

espec ially su itable for portab le dev ices thatmay not have too much compu ting pow er. Because of the ir low com-

putational comp lex ity, these methods are very effic ien.t

W ave le t transform has become pow erful in image and v ideo compression and encrypt ion. Somew ave le t coe-f

ficient confusion methods w h ich are the encryption methods comb in ing w ith the w ave le t compression methods

have been proposed, such as CWW method, CWF m ethod and CWQ method referred in [ 12]. CWW method

permutes w ave le t coeffic ien ts among the who le image. CWF m ethod permutes w avelet coeff icients among the

same frequency subband. CWQ method permutes w ave let coefficien ts among the child-nodes that have the same

parent-node. In CWQ, the approx imate coeffic ients and low est deta il coeffic ients are confused in the same man-

ner as CWF method, wh ile the rest coefficients are confused based on quad- tree structure. To the sam e size im-

age, the key spaces o f the confusionme thods are d ifferent from each o ther. Compared to CWW m ethod and CWF

method, CWQ method is o f the smallest key space, whereas, CWQ method can get the best bit rate contro l resu lt

and is faster than CWW and CWF methods in the encryption speed.

W e take advantage o f the virtues of both two-dimensiona l CA approach and CWQ method to present a new

image encryption schem e as follow s.

2 Jo in t Image Encrypt ion Scheme

The boundary cond it ions that are used in CA depend on the specific physics o f the system being modeled.

Because every image is on f in ite planewh ile unbounded p lane Z
2
is in fin ite, w emust dealw ith the trouble for the

purpose of app ly ing two-dimensionalCA. Ifw e consider the image to be on a topological anchor ring, .i e. , the

right bo rder o f the image laps the le ft one and the top border superposes the bottom one, then every p ixel has

nine ones( including itse lf) in its ne ighborhood in the image. W ithout loss of generality, w e take black-and-white

binary im age for examp le to illustrate how to encrypt im age by apply ing tw o-d imensional CA approach comb ined

w ith CWQ method. W e can consider that b lack or w hite represents 1 or 0 of cell. s state, respective ly, in a

black-and-wh ite b inary im ageM . A lice and Bob agree on two se lected various neighborhood local ru les wh ich are

a 1-ne ighborhood loca l rule f and a 2-neighborhood local ru le g w ith an iteration time t= n besides CWQ key in

advance. In the encryption stage A lice does the fo llow ing operations:

Step 1 Generating an random black-and-white b inary image RM o f the same size as the messageM . Let

C0 ( RM ) = RM.
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Step 2 Obtain ing Cn ( RM ) = ( gf )
n
(RM ) andN 0 = Cn (RM ) Ý M , where Ý represents the operation of

XOR.

Step 3 Gett ingN 1 = CWQ (N 0 ) and sending (RM , N 1 ) to Bob.

In the decrypt ion stage Bob does the fo llow ing operations:

Step 1 Gett ing Cn ( RM ) = (gf )
n
( RM ) andN 0 = CWQ

- 1
(N 1 ).

Step 2 Recover ingM = Cn (RM )Ý N 0 becauseN 0 = Cn (RM ) Ý M.

No te that the image encrypt ion algorithm based on two-dimensiona l CA can also be used for gray-sca le im-

age. Let (P i @ j )W @H be the gray-scalematrix o f a gray-scale image and transform everyP i @ j ( betw een 0 and 255)

into a b inary array, .i e. , P i @ j = d
0
i @ j d

1
i @ j ,d

7
i@ j, then the gray-sca le im age (P i @ j )W @H is equ ivalent to eight b ina-

ry images ( d
k

i @ j )W @H , 0[ k[ 7. Thus, our a lgorithm can be used to encrypt a gray-scale image easily. S im ilar-

ly, w e can use this algo rithm to encrypt a co lor image.

3 Experimenta lResu lt

W e take the 256 @ 256 sized image Cameraman, choose a 1-

ne ighborhood loca l rule f and a 2-neighborhood local ru le g where

f = ( BDE 2640A )
16

and

g = (D 3AB 593C 05EB 87A 9)
524288

.

The left part of F ig. 1 is the origina l gray-sca le imageM wh ich

is encrypted by our algorithm. The encryption resu ltN 1 are shown

in the right part of F ig. 1. The confusion effect ofN 1 can be com-

pared to that o f F ig. 3 in [ 12] . It is obv ious that the new encryp-

t ion schem e of tw o-d imensiona l CA approach jo int w ith CWQ m ethod m ake the image mo re confusion than the

CWQ method even if combined w ith SE and ACE methods. A fter dec iphering the right part o fF ig. 1 by perform-

ing the process of decrypt ion, w e can get the recovered image which is identical to the orig inal im age, the left

part o f F ig. 1.

4 D iscussions and Conclusions

Just as our discussion above, when n is large enough, the va-l

ue of each pixel at t ime t= n is determ ined strictly by local ru le f,

g and the va lues o f a ll p ixe ls at time t= 0, wh ich causes that our

proposed system sat isfies obv ious avalanche e ffect and diffusion

property. For example, ifw e a lter local ru le gf just a little such as

chang ing the value o fgf (010010101) to be 1-gf ( 010010101), w e

can obta in a new cipher- imageN 2, .i e. , the left part of F ig. 2, a-f

ter encrypting Cameraman image once mo re w ithou t chang ing the

other factors.

N ext, w e can getN 3, the righ t part o fF ig. 2, to d isp lay the p ixe-lw ise absolute difference o f the tw o c ipher-

imagesN 1 andN 2 through the operation ofXOR on them. This fact show s that the two c ipher- images have no sim-

ilarities even though the loca l ru les differ by only one va lue.

S incew ave let transform has the feature of energy convergence w hich may do some help to stat istical analy-

sis, it is essent ia l for an eavesdropper, Charlie, to find the loca l ru les f, g and time n that can be considered as

part of the key of our algorithm. From the d iscussion in Section 1, w e know that the set o f independent var iab les

of 1-ne ighborhood loca l rule f conta ins 512 e lem ents wh ichmeans that there are 2
512

local ru les in tw o-dim ension-

al CA. And the range of local ru le can be w idened further if we rep lace 1-neighborhood by 2-ne ighbo rhood.

There are 25 cells in every ce ll. s 2-neighbo rhood, and the number of independent variab les o f loca l ru le
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achieves 2
25
. Then the set o f local ru les would contain 2

225
= 2

33554432
elements thatmake the amount o f keys o f our

algorithm larger than everw ith litt le affect on the speed o f encrypt ion and decryption. But ifw ew iden the neigh-

borhood furthermore by rep lac ing 2-neighborhood w ith 3-neighborhood, then the set o f local rules w ou ld contain

2
249
= 2

562949953421312
e lements, since there are 49 cells in every cell. s 3-ne ighborhood. A 3-ne ighborhood local ru le

has better avalanche effect than a 2-ne ighborhood loca l rule natura lly because the state o f a cellwould be a ffected

by the states of cells in its larger neighborhood. It seems that it is better for us to choose a 3-neighborhood local

rule instead o f a 2-neighborhood local ru le. W hereas, it is unpractical for us to imp lem ent the computer simula-

t ion for that a 3-neighborhood local ru lew ou ld need too largem emory. For a 1-neighborhood rule f wh ich can be

represented by E1E2 ,E511E512 it needs 512 bit( or 64 byte) to be stored in memory, since every Ei takes 1-bi.t

Then, for a 2-ne ighborhood ru le g that can be represented by E1E2 ,E33554431E33554432, it needs 33554432 b it ( or

about 4MB) to be stored in memory. Further, a 3-ne ighborhood rule h needs 64 T ( o r 65536G ) by te to be

sto red in memory wh ich is impossible in pract ice. How ever, w e can take ano ther idea and get a 3-neighborhood

local ru le gf by acting a 1-ne ighborhood rule f firs,t then acting a 2-neighborhood rule g again. Then, the state

of a ce ll w ill a lso be affected by the states o f cells in its 3-neighborhood, .i e. , the combined local ru legf is ac-

tually a 3-ne ighbo rhood local rule. W e on ly need 4MB+ 64B m emory to store the 3-ne ighborhood local ru le gf

that can be realized easily in pract ice. This idea is applied in our encrypt ion scheme. No te thatgf = g when f is

an identica l transforma tion, so the key space must be larger than 233554432. How ever, the key space cannot

achieve 2
512 @ 2

33554432
= 2

33554944
for a comb ined 3-neighborhood loca l rule gf since two d ifferent group comb ined

local ru les maybe become a sam e combined loca l ru le. Fo r example, when g1 and g2 take some special local

rules, say g1 = g2 = ( 0, ,, 0), then g1 f1 = g2 f2 = (0, ,, 0) although f 1 [ f 2. W hereas, since such cases on ly

take a small portion and fgX gf in CA in genera,l the key spacew ould be close to 2
512 @ 2

33554432
= 2

33554944
. Actu-

ally, th is idea can be genera lized by comb in ing more 1-ne ighborhood loca l rules and 2-neighborhood loca l ru les

to get larger ne ighborhood loca l ru les wh ich can strengthen ava lanche effect and en large the key spacew h ile take

sma llm emory in practice.

Besides avalanche effect and diffusion propert ies, the property of confusion o f tw o-d imensiona l CA can be

enhanced by CWQ method wh ich is good at confusing im age. Take aK @K sized im age and L-layer w avelet

transform for example, the key space ofCWQ method
[ 12]

is [ (N /2
L
)
2
! ]

4 @ ( 4! )
3 @E L

l= 2
(N /2L ) 2

. So the eavesdrop-

per Charliemust contend w ith searching through near 2
33554432

+ [ (256 /2
L
)
2
! ]

4 @ (4! )
3 @ E L

l= 2
( 256 /2L ) 2

key space if

K = 256. And a lmost perfect guess o ff, g and nm akes decryption impossible after the c ipher- im ageN 0 is confus-

ed by CWQ m ethod again. The vo lume of security key o f the scheme w e proposed is much larger than 10
9536

which is the low er bound o f the vo lume of security key introduced in [ 7] for images of size 256 @ 256. The d is-

cussion o f encryption speed o fCWQ method has been shown in [ 12]. W e ana lyze the comput ing comp lex ity of

the encryption process by tw o-d imensional CA. Assume the size of e ither o rig inal black-and-white b inary im age

M o r random bi-t patternRM is l @w. Then, w e act the local rule gf onRM n t imes successively. For every p ixel

w ith state va luex i0 during each iteration, w e first search the states o f its 9 ne ighbo rs, say xi0, xi1, ,, xi8, in its

1-ne ighborhood. Then, w e replace xi0 by the new state value f ( xi0, x i1, ,, xi8 ) for the pixe.l The time comp lex-i

ty of this process is onlyO ( 1) if the loca l rule f has been saved in thememory. Sim ilarly, the process a lso takes

O ( 1) tim e fo r the action of a 2-ne ighborhood loca l ruleg. The to ta l tim e for searching and replacing isO ( l @w )

in each iteration. S ince the iteration number is n, the computing complex ity for obta in ing ( gf )
n

(R ) isO (n @ l
@w ). W e should execu te the operation of XOR on ( gf )

n
(R ) andM wh ich costsO ( l @w ) time. S ince a g ray-

sca le image can be considered as the combinat ion of eight b inary im ages, the sum o f complex ity for ga in ing c-i

pher- imageN 0 isO (8 @ n @ l @w ) + O ( 8 @ l @w ) = O (n @ l @w ). Fo r a f ixed number n, the computational

comp lex ity is on ly O ( l @w ).
Ce llular autom ata can exh ib it fasc inating ly complex behav ior by dea ling w ith the re lations between the part
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and thew ho le. It has been applied in other studies w ide ly and t ied in m any prob lem s such as the Conw ay. s

gam ewhich is actually a tw o-d imensiona lCA w ith specia l local ru le. How ard Gutow itz, a d iscrete dynam ical sys-

tem sc ientis,t designed a CA - 1. 1 algorithm based on cellular au tomata. Th is is a b lock encryption a lgorithm

w ith key of 1088 bits, wh ich is very effective in VLS I circuits and has been protected by patent righ.t Due to the

universality of CA mode,l mo re app lications can be found in traditional cryptog raphy and image processing.
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