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Research on Improved Algorithm of FT-Tree for Log Template Extraction
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Abstract: Due to the authenticity and comprehensiveness of the event information recorded by computer log files, it has
been widely used as electronic evidences in the investigation and handling of cases. In order to realize the fast and
automatic analysis of massive log files,an efficient and reliable log template extraction method is needed. In view of the
problems existing in the current log template extraction method, we take network server log as the research object of
template extraction and propose an improved FT-tree algorithm. In the proposed algorithm, the pruning threshold is
calculated by using Apriori algorithm, and then the pruning is controlled by using this threshold. An experiment of
template extraction is carried out using the real log file of a university network server. The results show that the improved
algorithm significantly improves the accuracy of log template extraction compared with the FT-tree algorithm, and can
better meet the needs of practical application.
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Fig. 1 Changes of the number of criminal cases adjudicated involving logs along with the years
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Fig. 2 Partial log templates extracted by the improved FT-Tree algorithm
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Table 2 Comparison of the number of log templates extracted by two FT-Tree algorithms
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