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Abstract : In order to solve the security problem of color image communication in wireless channel , a real-time encryption
and communication scheme for color images based on micro controller units (MCU ) is proposed. The proposed crypto-
graphic system is used to improve the randomness of the chaotic sequence, the image is encrypted through a pseudo-
random number generator( PRNG ) based on chaotic mapping and XOR operation, and the output of the embedded encryp-
tion system is sent through the RS—232 port. The proposed scheme was implemented on the PIC 16F873A microcon-
troller,and experiments were carried out on the wireless link. The results show that the proposed encryption scheme
provides a high degree of security, can resist various known attacks, and has better security performance than classic
encryption algorithms. In addition, the processing speed of the proposed PRNG with double floating point precision is
13.52 Mbit/s,which can meet the real-time communication requirements of practical applications.
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Fig.2 Program for generating bit pseudo—random sequence Fig. 3 Improved method of chaotic sequence
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BAnE 6(b) i, il K IZE G FAREZTME. KB 6(e) 2 T In% BRI A N 55 &, il &
B BTE 0 B 255 JKIEFEL A HEA TG 1430 , B LAREALECRE 199 251404 , i LR I B 4 2 1 22 40 T
DIARAF AR e 1T Mok, Lena MR KSR ANIE 6 (o) o, AT &k 305 i i ISR AR ] 31k BA 76 Jin % i JE 2
SRR Bk fa  IRE RS E T RN 6 (f) iR, Wil BB R 6 (d) 1 JEA R B
PRI SEAAH ], XCUE R T 3% PR (s B k.

— 101 —



PSR 4R (AR R 55 45 B 2 11 (2022 4F)

x2 FRFAZEHNIST FitHHsER
Table 2 NIST statistical analysis results of the proposed scheme

BN 0L 0
P Tinkerbell it Chen Mok Henon

i 0.98 0.98 0.99 0.99 0.99 0.99
Hepy i 0.99 0.99 0.99 0.99 0.99 1.00
SRR T [ 0.98 0.99 0.98 0.98 0.98 1.00
SR —3¥ [m] 0.99 0.98 0.99 0.99 0.98 1.00
i 0.99 0.98 0.97 0.98 0.95 0.96
Yoy «“1” 0.94 0.94 0.96 0.96 0.94 0.90
ZICHE R 0.99 0.97 0.99 1.00 1.00 0.98
B A L AR 4 0.99 0.98 0.98 0.98 0.98 0.99
d H SRR LT 1.00 0.98 0.97 0.99 0.98 0.99
TESBIR VTR 0.98 0.99 0.98 0.98 0.97 0.97
42 )R 0.96 0.99 1.00 0.98 0.96 1.00
AL 0.96 0.97 0.99 0.96 0.96 0.96
BitAL i % 0.97 0.99 0.99 0.97 0.97 0.98
Rt AL Ot A% 22 ik 0.98 0.98 0.97 0.98 0.99 0.99
NP1 0.99 1.00 0.99 0.98 0.98 0.99
HiT(2m V) 0.98 0.99 0.98 0.99 0.97 0.96
¥l 0.98 0.98 0.98 0.98 0.98 0.97

(a) I HA R % (b) A (c) KA FIf%

(f) W2 EUR E 7 R (e) IR E T Rl (d) IR ER B A
6 MZEHFER Lena WEHF BT

Fig. 6 Histogram analysis of encrypted digital image lena
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302 G P A SRR R A SR EG T, i A 0 9 BORITR VB PE . BEPL LB o0 by
AR R (AR BN ) 1Y 5 000 MR (x,,y,) AAETHRAHB A C R r,

- cov(x,y) (4)
R ONZo
A,
cov(an)=y X (5B GmEG)), (5)
S covCe.y) WU, DCe) RO o Ay Feser TR e DR SRR A, ML BB
B)= 12, (6)
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Fig.7 Correlation between adjacent pixels in original image and encrypted image

R r, (AN 3 PR, 1T R ISR FBAR DG R B IT 1, RIARARGR R AR w AL s FHg ny 3 AR
PFHBQ/%%U“#?O A & BRAGH A B ARG R BT 0. S-box ,AES il DRDC 5 0 22458 K, UE B X 2L 5

AN BEAR G4 58 RS I

K3 PIEBRENEXRY

Table 3 Correlation cofficient of adjacent pixels

250

S g nEEG EREE nEEIG S g mEEG EREE R
¢ 256%256 256%256 512x512 512x512 t 256x256 256x%256 512x512 512x512
0.9252 0.0195 0.9766 -0.0017 0.9252 0.3210 0.9766 0.2601
it Henon 0.9679 0.0110 0.9833 0.0222 S-box 0.9679 0.1984 0.9833 0.1725
0.9047 -0.0189 0.9974 0.0038 0.9047 0.2920 0.9974 0.2666
0.9252 0.0022 0.9766 -0.0029 0.9252 0.5177 0.9766 0.4835
it Tinkerbell 0.9679 -0.0097 0.9833 -0.0399 AES 0.9679 0.4922 0.9833 0.4765
0.9047 -0.0171 0.9974 -0.0071 0.9047 0.3849 0.9974 0.3325
0.9252 -0.0222 0.9766 0.0081 0.9252 0.1800 0.9766 0.1394
it Chen 0.9679 -0.0177 0.9833 -0.0059 DRDC 0.9679 0.2937 0.9833 0.2108
0.9047 0.0201 0.9974 -0.0088 0.9047 0.3757 0.9974 0.1877
b G RN 2 S 2 ) 45 21 B AH OC 22 %k r 4n ®4 MXRHr
% 4 F)’_Ij /?Q m‘ Zvi f)lﬂ jt%ﬁ ﬁ,rjﬁ;m*l: , *ﬁ 3‘% /z{; ﬁ r E'E'Jr%é?i Table 4 Correlation coefficient r
0, R MBI RN R ML ge R L 250%  Lewsizxsn2
W7 5 v T AT AT R /). Uik Henon -0.0027 -0.0008
3.5 1 Jﬁﬁ*ﬁ 2k Tinkerbell 0.0035 0.0023
[= /%Y
2t Chen 0.0011 0.0042
I B B AL R AR R T
il 4240k AT .
aN-1
H(s)= Y, P(si)-logz( s )jbn (8)
i=0
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K, P(s) FoR s, FHFIHER. XETLARRRE R 45 1 2N x5 EXERMMELR
/l\fﬁ‘ % E/‘J 2@ F)@ﬂ/}ﬁ , ’}(Iiﬁ H ( s) — N, EI]XHL :J:‘ % é%*ﬂ 1%%2E Table 5 Entropy comparison of ciphertext images
AR 8 7RG W FRARE A H(s) = 8 bit. X} T3 7 E% TR WS 256x256 512x512
I, BN 8. ARG LN AT (0 motiif P e [
. N . itk Tinkerbell 7.997 2 7.999 3
T 8, WA AE — e B BE A AT S M | AE e e Ba i, i e Chen 7.998 0 7.998 2
FH 8 (s Lena EUG A FHAY 5 TR E B 5 A 77 S-box 7.983 2 7.956 7
153 BB A an 3R 5 iR, Nl & 3, W (EAS 32 B4 DRDC 79973 79820

AES 7.795 0 7.858 0

K/NEE , HA B Re . BLah, 8 in% 5Hk AES
FIREES 8 22K, A5 — e A B T S0 1 | A7 XURSE . i B AN T RS .
3.6 NPCR Z4H Wi

AT 22 ey 4 S H I AE bR, NPCR F1 UACT. HFH T I 42 5 A in 28 4 J=) i % 28 Ak 1Y 5%
M. fiFH 512x512 1) Lena JKEEEMG 2R N %50 «, A4 17255 15 814 & il s 5310 %5 5C
C, F1 C,. NPCR KzBozh R ansk 6 firs , Wl &3, B4 75 S 48 3 AR plip 5 ey, 24138 58 T NPCR 2
UK. 4 S £R1 AES N sl T NPCR K356, {H DRDC HN48 53 g Al i AG 6. TE AR SO %6
AR T ARG T S A BERLE B TN 8 R 2 Ak i R RUE SURS BE PRNG 9 b 3 Oy
13.52 Mbit/s, W5k 7 Fos , 45 AUk B T8y 238 H T B0 i AT AR 1 45

&6 NPCRMILER
Table 6 Test results of NPCR

g B RN 512%512 NPCR JAg{H
Jrid NPCR/% Nyos =99.589 3% Noor =99.581 0% Nooot =99.571 7%
Y Henon 99.812 3 biipul Jd biiRu
Pt Tinkerbell 99.783 5 EEul EEpu biiBul
M Chen 99.807 5 JE 3@ i JE
S-box 99.664 7 biipul iE biiBu
AES 99.659 0 biipul biiBu biiBul
DRDC 98.591 5 A3 i AiE it ESiEvs
x7 SEEE(Mbit/s) Bbig
Table 7 Comparison of processing speed ( Mbit/s)
Jrid CPU #ii% A UK
it Henon 2.7 Python 3.5.2 13.520 0
Mk Tinkerbell 2.7 Python 3.5.2 9.180 8
itk Chen 2.7 Python 3.5.2 12.776 7
DES 2.8 Crypto+Library 6.448 5
AES(192 i %4H) 2.8 Crypto+Library 11.687 9
AES(256 f264]) 2.8 Crypto+Library 10.258 8

4 g

ASCHR T TCLBE B R B EUR SE I I A% 7 28, Herba i 78 MCU B 3206 PRNG, 4/ 1 i A
TR PN R BE LM 3G 5R T JoZ R 18 AL 0% (o BUR I 22 vk (il RS TR LS J7 i A XOR 484458
RGN 0 R T T HA R AL B (], SRR (U R AE M2M S % T R SER IR (. 7E PIC fs il 2%
A B SE IR 25 TR A | BT T AR A8 FHAS ] B TR i S vk i S RE RS B AR G RGN 4% T i 1 4 4
PR, FRAEAS R 2R UR]E T T NPCR M1 UACT 2853 T K 56, LA H 3E BB A 3 I M2M AT [oT P15
R FE IR 5 1N 35 UG S A% s K.
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