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Abstract Scabr mu ltplication is the fundamental and t e-consum ing operation i ellptic cuve cryptosystans the per
fom ance of the ellptic curve cryptosysytem deeply depends on the efficency of scalarmultp licaton In scabhrmultip I+
cation the scakhrk’ s representation phys an m portant wle it s length decide the number of point addition ope rations
it s hanm ngweightdecide he nunber of pointdouble operations In this paper anev scahr representation m ethod w as
presented i can reduce the hanm ng weight efficiently The analyss results show that the new m ethod & m ore efficient
than existing scahr representation methods and is particu hrly usefil for the scabhr such as { 10}™ and { 10)™ I 1
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1 BT - 7 @B bR ek i) — AR Y
K EKkEKP=(xy) €CEK) W=P+ 4P E
k
K char(K )= 2 -P= (x,x+y) chayK)>3 —-P = (x - y),
| =1 )
k= D, k2, (1)
=0
L EED,OSiSI-14k, 20 (1) k D, D, , 1 kD,
(1) :
L1 1 i
kP = [Zkﬂ P = Z(kiP)f = 2(2-2(2( 2%k P+ kioP ) + kisP )+ o+ BiP) + kP (2)
(2) kP

A lgorithm L Leftto-R ight ScalarM ultip lication
Input An nitegerk € K and a pontP € E (K ).

Output kP.
Recoding Stage

Precanputation Stage

2 Canpute and store dP for all integersd € D,

Evaluation Stage
3 R« O;

4 forifram I- 1 down to O do

4. 1R < 2R;

=1

1 Can pute the D,—representation of the scalark = ZkiZi,

i=0

4.2 ifk; > 0 thenR < R + kP;
4.3 else ifk; < OthenR <« R - (- kP );

S retumnR.

A lgorithm 1
(Precom putation Stage)
D, KP.
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A lgorithm 1 ,
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2.1
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I=Lloghl + 1 B
A lgorithm 1

d> 1

(Recoding Stage)

d> 1

he
wMOF

12

dP,

k€ D

k ,
(Evalation Stage)

D + h.A,
=1 )

= k2, EE€ED, = {Q
=0

= 1R P



2.2 NAF
1951 Booth'” s Rietweisnet k

1
k= 2 k2 k€D, = ({0 E1) :
=0

. D, = (Q %1y ; k
NAF (nomadjacent fom). M orain O livos ™ NAF 1/3

k, NAF ;
A lgorithm 2 Camputation the NAF of a positive integerm
Input A positive ntegerk € K.
Output NAF (%) (NAF representation of k).
1 =0
2 whilek 2 1 do

2.1 ifk isodd thenk; < 2—- (kmod 4), k< k- k;

2.2 elsek; = (Q

23k<k/2 i< i+ L
3 return(keoy, kio, oo ki, ko).

NAF ) k IS T logk 2 h, he = 1/3 P
, « oo A lgorithm 2 k NAF
2.3 MOF
2004 Okeya[ ¥ k= 2%-k MOF (mutal oppos ite form) ,
k MOF ( 0o ) ,
1 - LMOF 172 MOF , )
, MOF

A lgorithm 3 Leftto-R ght computation the M OF of a positive integer
Input non-zero Fbit bnary string k = (ky---kiko )2
Output MOF (k) (MOF representation ofk).
1 u; = kl— N
2 fori=1I1- 1down to1 do

2.1 u; = koo — ki
3 w =- lﬁ);

4 return (uy .-y wi, o).

ck= 2927= (101101101111}, = ( 1110110110001).. 1T -1
M OF , D,= {Q 1),
) , NAF . MOF ,
172
2.4 CR
2007 Balasubran an iam Karthkeyan[g] CR ( canp lementary recoding)
k (kiyekiko )a

1
k= Zklz = (100---0)(1+1)hm - E— ],
i= 0
— - — — ki =
k= kiikis ko, ki = 0 ! 0<i< [
I k=20
s k= 2927= (101101101111)5 = (100---0) (124 1)pis — k= 1= ( 1000000000000), — ( 010010010000),
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~ 1= (1010010010001)..
CR , k h 9 5 4 . CR
( , CR 1 2) NAF ,
CR NAF , NAF
1/2 NAF
2.5 wNAF
k s , 5
, h,, , ,
D, k h : .
=1
2000 Solinad " k NAF (wNAF): ko k= Z;k,-i
ki k1< 27 ke 20 w 1
Jw 22 . Avanzi'" D.={-(3"-1),
~ (273 m 101 232 -y
A lgoritm 4 Camnputation thewNAF of a positive integer
Input W ndow w idthw, positive integer &
Output NAE, (k) (wNAF representation ofk).
1 i= 0
2 whilek 2 1 do
2.1 ifk isodd thenk; < kmod 2, k< k — kg
2.2 elsek; = (Q
23k« k/2 i< i+ L
3 return (ki ks oy Ky ko).
k wNAF , IST logk F 2 ha he = U/(w+ 1) .
kP D, d> dp,
s+ (377 - 1)A
[8] MOF wMOF , wMOF wNAF
,  wMOF ,
3 LINAF Rk
k= (kiy, ko o ki ko) s k= 0k =20
<0, o :
(1)0101~ 00053 1;
(2)0101101~ 0005005, 2
(3) (01 1) i (10:01) (e (s> 2), s— 2
(4)0101~ 0003 I;
(5)011° 003 1
(2) (3) (5). k k  LINAF
C - G

>

A lgorithm & Canputation the LZNAF of a positive nteger
Input A positve ntegerk = (kii---kiko)o
Output LZNAF (k) ( LZNAF representation of k).
Lu=0 (0Si<1)
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2 =0
3 whilei< [do
3.1whilek; = 0 doi++;
3.2 f (kusksoki ki) = (0101), thenu; = 5 i= i+ 4
3.3 else if (kuo---ks1 ki) = (0101101), thenu; = § uws = 3 i= i+ 7
3.4 else if (kyswr-kirk;) = (01...1), ands > 2 then
3.4. 1 kw1 = L
3.4.2 if (upuen) = (01), thenuzr =— 3 elseu; =- 1;
3.4.3i= i+ s+ L
3.5 f (kuokurki) = (011), thenw, = 3 i= i+ 3

4 rewurn (wy -+, w, Uo).

4 MRS

LZNATF , 1 k = 86033841434
D, = {Q il i3 5}, A Table 1 Encoding representations ofk = 826033841434
LZNAF , h,

) 0 (logzk). k 1100000001010011011101000010010100011010 16

( 1... 1)s bie NAF  10100000001010100100101000010010100101010 14

MOF  10100000011110101100111000110111100101110 22
(1101.-.10) (eappie (s> 2) , LZNAF T
CR  10011111110101100100010111101101011100102 25

L ’ ko LZNAF ANAF  300000000050000700003000010003000700030 8
L LZNAF  300000001000500100003000010000500003010 9
k= 826033841434
1
NAF MOF CR " k LZNAF s
LZNAF INAF 1, AN AF
¥ ¥ P 1 3 , LZNAF
¥ 5P 1 2 ,
, , , LZNAF AN AF
(10" = 10...1Q (10} II'1 = 10... 101l 1 23
2 3 (10" f10/ 11 , , MOF ,NAF
CR , LINAF ANAF
2 I=2m k= {10}
Tablk 2 Encoding representations ofk = {10}"2
1% 4= 0 1% 4= 2
h, h,
NAF {10)2 l 12 {102 l 12
MOF (117721000 I+ 1 ! (11772000 I+1 !
CR 101l {10) 2111 2 I+ 1 172+ 1 101l {10) 2111 2 I+ 1 172+ 1
ANAF {5000} =11 50 I- 2 1/4 10001 {50007 1l 50 l 1/4+ 1
LZNAF {5000} =111 50 -2 /4 100011 £5000;'4 11l 50 l I/4+ 1
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[1]

[2]

[9]

[ 10]
[11]

3 I=2m+1 k= {10211 1
Table3 Encoding representationsofk = {10}"21 1

1% 4= 1 1% 4= 3
w hu

NAF 7107211 1 l 172+ 1 £10)7211 1 l 172+ 1

MOF [11) 12+ I+ 1 I+ 1 (11 v I+ 1 I+ 1

CR 10l /T0j 2111 11 I+ 1 172+ 2 1oll 7107 /=111 11 I+ 1 1/2+ 2

4N AF 100011 {50007+ 1l 5 l 1/4+ 1 {50001 5 -2 1/4+ 1

LZNAF 1000l £5000) "+ ' 5 l 1/4+ 1 {50004 5 -2 1/4+ 1

Ay
ECC R s " ECC ,
) ,
) , {10/ f10)7 111 ;
[ |

Lopez J, Dahab R. An ovewiev ofellptic curve cryp bgraphy[ R]. Brazil Institute of Can puting State University of Can b+
nas 2000
AFSomaniT, Ibrahm M. H igh perbmance elliptc cuve GF(2") cryptoprocessor secure against tining attacks| J|. Inter
natonal Journal of Com puter Science and N etv ork Security ( JCSNS), 2006 6(1B): 177-183
Booth A D. A signed b narymultp licaton techn que[ J]. Joumal ofApplied M athematics 1951 4(2): 236240
ReiwiesnerG W. Bmary aritmetic[ C] // Advances n Computers New York AcademicPress 1960(1): 231-308
Momn F, Olwvos J Speeding up the computatons on an ellptic curve using add iton-subtraction chains|[ J|. RAIRO Thee
retical Infomatics and A pp licatbns 1990, 24(6): 531543
Hankeson D, M enezes A, Vanstone S Guide to E llptic Cuve Cryptography[M |. Nev Yok SpringerVerlag 2004
IEEE P1363-2000 Standard Specifications Hr Pub licKey Cryp bgraphy[ S]. New Yok EEE Standard Associatons 2000
OkeyaK. Signed binary representatons revsited| C] // Franklin M. Advances n Ciyptobgy-CRY PTO 2004 Volme 3152
of LNCS Nev York SpringerVerhg 2004 123-139
Bahsub an anian P, Karth keyan E  Ellptc cuwe scalar multiplication alorithm using comp kmentary recod ng [ J].
AppliedM athen atics and Computaton, 2007, 190 51-56
Solinas JA. Efficient arithm etic on Koblitz cuwves[ J]. Designg Codes and Ciyptography 2000 19(2/3): 195-249
AvaniR M. A note on the slidngw ndow nteger recod ng and its kftto-rght analogue[ C] // Proceed ngs of SAC 2004
W aterba Un wersity of W aterlog 2004

140, —



