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Abstract : Cross-project software defect prediction is based on labeled multi-source project data to build a model, which
can address the problem of insufficient software historical data and high labeling cost. However, in traditional cross-
project defect prediction, the problem of “data-island” caused by source project data holders to protect the business
privacy of software data directly affects the model performance of cross-project prediction. Therefore,in this paper, we
propose a cross-project software defect prediction method based on federated transfer( FT-CPDP). Firstly,to address the
problem of data privacy leaking and feature heterogeneity between projects, this paper presents a model algorithm based
on the combination of federal learning and migratory learning to break down the “data barrier” among data holders, and
to achieve cross-project defect prediction model in the privacy protection scenario. Secondly,in the federal communication
process, the level of privacy protection is increased by adding noise that satisfies the privacy budget. Finally,
a convolution neural network model is built to realize software defect prediction. Experiments based on NASA software
defect prediction dataset show that compared with traditional cross-project defect prediction methods, FT-CPDP method
achieves better comprehensive performance on the premise of software data privacy protection.

Key words : software defect prediction,federated learning,transfer learning,differential privacy,convolutional neural network
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Fa. DL, 2501 R B 55 A T A0 30 B RA T A R w2 SRl i ) i A S SO P e
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2.1 FT-CPDP &%

AR BRE TN T AEAE BUR R A, R 7 1k B B AL Y i 68 A5 BRI R R T AR I SRy T T B
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Table 1 NASA data set table

TiH e B JE A FRIES TiH e Gl J FRIES
CM1 [§ 505 38 48 MW1 [§ 375 38 7.5
M1 o 7720 22 20.9 PCl o 919 38 6.5
KC1 C++ 1162 22 25.3 pC2 o 5589 37 0.41
KC3 Java 324 40 13.0 PC3 Java 1409 38 10.5
MC1 C 1952 39 1.8 PC4 C++ 1270 38 13.9
MC2 C++ 155 40 32.9 PCs C 1694 39 27.0
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FEG. TP (EIE] ) 27 IERH TN A e 6 58 e 1) e, P (IS 81 ) 26 7 5 15 000 I a5 A ke Ay A ks A6
B FN (MBS A1) 2 7 B R LI A S5k B A5 e DAy DG iR B A5 0, TN (R S 1)) 3 s T A 3000 1 e o A5 e ) S
. HOREHERE R 2 PR,

(1) ACC T IE A A9 45 R o5 BAEAS Y 11 70 L, $R 2 x2 REEER
ﬂ{l‘{ﬁﬁﬁ %: H \;EUIEH: . Table 2 Confusion matrix table
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ACC=— — ——— | (3)
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(2) AUC SRl i — A 2R ) B0 v B o 2] B e g Y — B P FN

11 45 FP TN
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THYTEAR. 24 AUC KT 0.5 i BRI RE G T 2/ INT45 T 0.5 I ARV REAN (. 25 I8 B3R SR b S A7 1
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Fig.2 Comparison of loss function and accuracy under different learning rates
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Fig.3 AUC comparison under different algorithms
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£3 AUCBEE
Table 3 AUC comparison
CM1 M1 KC1 KC3 MC1 MC2 MW1 PC1 pC2 PC3 PC4
FURYI7N 0.57 0.542 0.539 0.521 0.555 0.471 0.581 0.544 0.559 0.61 0.525
LopP 0.62 0.57 0.573 0.652 0.682 0.63 0.723 0.611 0.693 0.568 0.538
FLT-SDP 0.702 0.693 0.691 0.656 0.669 0.656 0.725 0.667 0.655 0.715 0.681
a r2Y4 S
4 g
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