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Abstract : Achieving the sharing and collaborative analysis of spatio-temporal data can explore the potential value of data
and boost the development of geographic information industry,but the privacy leakage of private data inhibits the sharing of
spatio-temporal data.In order to further promote the degree of spatio-temporal data sharing and optimize the sharing effect
while taking into account the economic benefits and legitimate rights of the participants, this paper proposes a spatio-
temporal data privacy preserving sharing swarm learning (STDPPS-SL.) method. Firstly,a multi-participant spatio-temporal
data sharing network based on swarm learning is proposed in order to protect the ownership of participant’s data and enable
the process of spatio-temporal data sharing without revealing the contents of the data, while keep the equal rights of
participants. Secondly,a differential privacy stochastic gradient descent algorithm based on the t-distribution is proposed in
order to prevent the confidentiality of the participant’s private data from being destroyed due to the privacy leakage during
the sharing process, and in order to avoid economic losses to the participants. Finally, a scoring system is designed to
quantify the credibility of the participants,in order to ensure the credibility of the data sharing results. Theoretical analysis
proves that the proposed method (STDPPS-SL) can protect the private data ownership of the participants by satisfying strict
differential privacy. Comparative experiments on open datasets show that the proposed method ( STDPPS-SL) is able to
realize the spatio-temporal data sharing process with the protection of participant’s privacy, and the method balances the
security and usability.
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Fig. 1 Schematic diagram of swarm learning

EX 1 25 R
7€ PR AR SE D D" X T —RaPLE ik M XA R(M) , % 0 e R(M) 25 2 B3, WIRRGE M
T 2 A% 22 53 B T
Pr[M(D) 0] _ , ()
P[M(D)eO]
Ao R Pr LA RS R BEALSE M ] BRI & SN SO BB AL PR AP SR E 1 S4B IR, & B
N BRSPS | BEURA DR i
EX 2 g
X T 0 SEAE PR AL £, D A1 D R AHEBERAE , W0 eREK £ 1) 4 SR UBREE AR
Afzflg{%X I ACD)=f(D") |, (2)
1.3 AAEREHLE L >
A IAUEBE AL PR %Y (verifiable random function, VRF) J&—FP 4RI it BENLEUE B8R | 245 E BEALECFN T seed ,
IFAREEAXT (p, ,s,) , FEBEHEAE B — D BEHLEL random M FLUEHA proof. f FHZYEH p, 7T LASRIE random /275
S p, XA s, AR, X F— A BEPLEL random , Hel HALHHFASH s, AT seed YeiE. FIIAUEREHL R %L
JEAR SO STDPPS-SL 7712 52 9 25t AL B 2L =2 1y S pthe R

2 IR RR R PRI ORI 2] (STDPPS-SL) Jiikiist it

Sk T AEME B A Bt e AR S ROR 0 R B FR IS 5 O G AR A TEAN RS , AN SO Y s s B di
WAL m i B K 2 >J (STDPPS-SL) J5 ¥, STDPPS-SL J5 ¥/~ 2 18l 2 s, Wy Beos & B an &l 3
Fi7R.

HH &1 2 W1, STDPPS-SL J5 2 352 ph AR 2% 2 I 28 K IX Hedile W3 0 A . BEIR = I 48 R th 2 507
DA SR 2R B EA 25 O AR 1 43 A SR L S 2 e D ik i SR S e T B A S 5 5
R A T-45 B s 2 B e 22 5 IX Bt S — o A OB 12, LA it 1) 30 L 45 97 2 o3 8 T 3 i e | 7 v
T S SR E B R S RIS S A R T

H &l 3 AT, STDPPS-SL Jy i EEALEE 4 B EL. BB 1.2 50 AR 2R B B, SE B2 5 05 i ]
FOAT B2 B DI 2106 2 25 20 B R O AR b ABE R | 2 B4R 1 t-dpSGD B3k 5 B BE 2 4% 4 Ry 5 80 A= Rl i B, 52
AL T4 2 505 A MU R S B0 A BE T 5% 1) 0 28 4 AR U280, D) R A iz B R A T S e %, =
TP 38 W AR IR A A TR A S PR L BB 3. 2 5 0 T BE AR B B, SR T8 2 5 Xt
B I TR AT E B B, R AR S 57T WL B BE 4. 55 5 AR UL R B T B B, SR S
5505 (0 A 1 TR 24 S S A AR AR R AR P AR A A8 | T8 —$8 19 STDPPS-SL 13 2.

2.1 BEHRMERIIEGHE
N T AR 2 B S R R SRS 5 0 AR MR RN 2 4 [ I3 2 5 07 R B T A, B A
R 3 N



PSR 4R (AR R 55 47 B 4 11(2024 4F)

e L Ees

©17 i B A

SIES A
T L

QU

DA HuREHL 25

. Eﬂll%ﬁ:{:} ¢ ﬁﬁ/\@

Az t-dpSGD Ftr 4
oy AR

X ek
2 STDPPS-SL /i REE
Fig.2 Schematic diagram of STDPPS-SL

gt f\'ﬁﬁﬁﬁuﬂlléﬂ",ﬁ“\ (T BB, R R U B VB B EE
|

|
| v |RETH] o e » |
l‘ SN — @ L o | s |me 2 ,
e | " ~ U | s @ !
| B i B |

\

|
|
257 |
|

e e S5yl
o R i kel i TN RIERH )
BB S5 ARBREERE
—— e EE )

3 STDPPS-SL BB REE
Fig.3 Schematic diagram of STDPPS-SL phases

MR, $2 BT ¢ 234 (14 22 43 R AABRBEALAR BE T B (t-dpSGD ) S
2.1.1 t-dpSGD H-i%

t-dpSGD F 3% A% A : IR GE R EAILA B RS BN 2505 12 g ity 308 ek A 58 3R o o 6 JE A A

i B AT A oA R BEHLIE RS SE I R S E B, T U 2R A5 B T b 22 53 TR RA B ML 2 2T L A,
t-dpSGD SRS 1 iz,

&3 1.t-dpSGD &%

BT AR SR 0, A B AE LocalData, B6EERIY ES € B pREL L(0) VISR THREEREE n, 5Ky
firth AR PRI S 5 o'

1.

2.
3.
4.

5.

6.

F B LocalData 2153 24 & n BRI AMZEF4E,iEH D, , -,

j

Bﬁﬂlﬁi’ah‘l)[—{(xwy])y(xz’yz),"',(x,.’y")}
FOR(xi ,yi)IN D, DO

G(xi)z VGL(O?xi’yi)

(x)= ) %=

g(x)= ( ||G<xf>||zj PR

max| | ,———
C

END FOR

— 4 —



JREHEHE , A5 < I 25 B B RD DR P 3L 22 AR 27 2] O i iE e

8. g=g+N, W N ML B f(x) = Fl“) (14x)"
r(—)ﬁ
2
9. 0'=0-ng
10. RETURN ¢’

2.1.2  t-dpSGD ik 09 & B8R JE LR 5 £ 4 e Aadf e
FEE1 A h(x)FREE PR 4~T WELEERRBT R W A (x) 2 RBUREE Ah=2C.
ERR SA00 o dEm i R 0=(0,,0,,---,0,) JUBSEZIE G=(6,,6,,,6,).
HAE 1A
k g

=k- .
el el

g:G.
OB RE it g "PAERITR g, WIAL
, , ,
= < :1’
G, G?+G§++Gf++ci /GL2

8=

WA g <C.
WO AR EEE 74 D 5 D' or AT 1 IR 4~7 AT A3 PIAREE
gl =(g1 ’gz’”.’gn) ’gzz(gl 9«?2’“. 7g1,1) ’
A

1 1
max || h(D)=h(D") | 1=(0,0,-,,2,)= (0,0,+,— D g Y &) <2cC.
EFE 1 R

2
FIE2 U P G MR R e [a,b]  MEEE 1 f%(ln(l +4“f++‘ﬁc j ,Ojéﬁ\ﬁ%ﬂ.
a

UERR BUMSBEESE D 5 D' H] r 5 0" 20 ZoR PIEARE RYIE . R PTRGE SR AT AR ME—

TR = R S| By Ny ] r, 5 r. ioEE L R M A,
Pr[M(D)=0] _ ﬁPr[M(r,-)=0i]:Pr[M(ri)=0]
Pr[M(D")=0] i=1Pr[M(r])=0,] Pr[M(ri')=():|‘

M(x)=h(x)+N,

h(d )= 0-S,h(d)=0-S—-1d ~d'I,
Par=(7) ((8) F(9) , A :

Pr[M(d,)=0]  Pr[N=S] L fEdde oy _1H(N+AD)? _

ry — - — g T S+Ad+Ax - - 2
Pr[M(d/L)_O:I PI'I:N—S""(Z” dnlj J‘g N f(x)dx f(N+Ad) 1+N

1+N’+4NC+4C* 1L4NC+4C2

1+N? 1+N*
i E
Pr{M(D)=0] _ (14
Pr[M(D')=0]

SEFH 2 153F.
22 BERAAEESHARHMKRESEAHBBEEME

(3)

(4)

(5)

(6)

(I AH

(7)

(8)

(9)

(10)

A o] HIHR A ) BRI R AR TR 2 ) B R AR, BUH TS h S8R5 4% N
— 5 —



PSR 4R (AR R 55 47 B 4 11(2024 4F)

TR A 2 T 2 5 05 S AT PRI S s B Sl R S 5 T L e 2
Ty AE AR EE ; [R5 T2 o BT SR G 1 R R I 3 R 3R G B DR R SR 4 S SRR i ]
5, PEREILTS.
2.2.1 BB iT 5 ALl

Z 597 T ALl A% O AR BT 2 5 0 AR MU 23 BUR 25 5 BB h 25 07 AT — 00 A6 40 BOWAE, OF
A2 5 05 e 5 S B S 8 1 ST - B AT I R, 2 5 07 T4 ML e 40 8, 23 ) A 4 R
VIR AR R A B BT k.

(1) 7By a5k

S ERIIR AR 2 5 07 A MR BAE R S A E AT DA

score = i a0, (11)

A, o ABCE RE TR RZ A ORS00, 5 0, 2SI ¢ i s B2 575
A RS B S P i R E R . ) B AL SR A D 2 5 5 A i B O K R R
we, FOERT A, S b R AU A A M S R, SR A 0 I s Hde R 2 245 5 0 e s Bt L T Y T
SB35 2 Bl 36 2 1 H BYARAT

(2) BRI

IR RE RO B RIS 5 07 (e s s 3L il B b i TAR R S SRS 507 J
Z 577 W SRR Y TR AR T AR PR AL B AR MY S0, e AR Tl A R R R T AR R, e R
B RS 5 70 L SR T ) BTk 4R R T AT FE AR RS B, R RIE ANRE 2 PR,

B 2. 0 HARITEE
A 25403 PList, S#61H R, (R, , A FMEE D, , MR n, S- BRI E v, v, , TEE ¢
il . 3555380 score
1. FOR 2577 IN PList DO
2. IF 25 ARR AT S THEN
3. D, REPLI n S8 i A2 SURTTH S 5 5 R MR T g
IF ¢<R,THEN

4

5 scoret+ =y,

6. ELSE

7 score—=v, * (XS5 AR HBIRUAN KAKFE IR %ot )
8

9.

ENF IF
ELSE
10.  TF %55 5 A i dL R Y35 s 508 number =R, THEN
11. score+=v,+v, * (number/len( PList) )
12.  ELSE

13. score—=v, * (1=(number/len(PList) ) ) +v, * (%255 A WAL EAERUR RAS 5K %t )
14.  END IF

15. END WHILE

16. RETURN score

S R RIE S SO G R, W LA AL S 50T S RERE , D R A T A RS 0
IO AR SR A SRR, [ It il LA il 25 5 i — P S AR MR Kl , 4 Pk R BE 0 (I 57 (9 A At
Y L AR,

FESE PRI R, A1 S S BRI TS M AR R AL 2B | (R M iR 2 AT I 2
D7 B IR B SR (RN, STDPPS-SL 46K 2 IFE A R A2 Ja A | I X 405 3 U BRI, "Dl 25
T B HASAGAR LA R S0 2 i AR A5 B i i 316 b 0 S A DX vh ) DT B E 70 H5OA AT Ll e ]
B

— 6 —



JRETEIHE , 25 - I s Kl B RA DR I S A R (AR 2 2] D7 I TS

222 RET RBKFHLX
RA A STDPPS-SL ik RIS BUR & M BEah BN S 5715 8L, KA SIS S 5 A
BRI SR, AT A 38 AR SRS A A A AR I S s B ARR [0 25 4% 2 5 5 DA S BB AL T .
RV EAR W E RS S 5, B AE T A M AT R A S T s (E R A
Z 57 a R N AR, S R BCR A W AR FR IR, W02 507 BRGNS S, eSS
J7 S BENLEAE e AR A R R R A . RE TR LA 3 iR,

HiE3.BeTREFEZX

HiA 25 HF5E PList, FiF seed

it - JRA5 719 5 AggNode

1. FOR 2575 IN PList DO

2 random , proof = VRF 4, 1, 5 ( seed)

3 weight = random+23 5 77 4R Al {5 /04X

4. 25754 random proof ,weight “FAH A7 BT -4k
5. END FOR

6. LA weight I KIS 5 ITE ARG AL AggNode

7. RETURN AggNode

TEHAT O R HE BEHERT, 4 2 5 W LA A C AT (p, s, ) , JEFe R AT DLE 2 X sk 9 28 SE . 55

3 BRI AT seed , SRATANT 1977 07742
VRF,, (seed_, | r | T)—(seed,,proof), (12)

A, r AR YT STDPPS-SL ﬁ{ztulléﬁ"@l sk, R r=1 56 R SMRAA, T o g a]. i 17E eAT
B, seed B A TSGR A HE 78 705 324 42 1 1if I [ 15 1) 455 R
223 BAEEBBREH X

A AR SR A SRR A A B 2 5 T AT (SRR B ey, LA b ASE AR T & A i T B A g L =
B2 5] YRR L RAAS AT (5 B Rl I s A = 3] (g R B | AT DA 58 A S i S 2 2 SR S 2 |
BT SEdE

STDPPS-SL Jr AR il 75 5 A M AL R G DL A i AL 2 i Al

len(PList) SCOrei

Hshare = Z 0,. ( 13)

A (13) AT, SR -2 5 07 AR R R e BEOR [A] A 2R L B T . 552 5 7 AR s
RISHOIENE R RRIRY FedAVG SFEGARIIRG A L, 38 R IR A 3L S K IR S 507 0 8
7 9] e A Al e RS 23 S 19 LU 8], X6 T o B0 i (R AT ) 2 507, BRI 29 LU K L
L G i R AR A
3 SIS E
3.1 XWEE

ST IAES ST BR B B R R RN PO A AL R4S 11th Gen Intel (R) Core (TM ) i5-11300H ., GTX 1080T
GPU.16 GB RAM. 7£ Ubuntu 20.04.3 &4 T, {di PyTorch , TensorFlow SIS PR SCIE T .

SEBS R - LI FHAL BT 2008—2022 A s KA AR i A B 4. e sk B R AR
1%/ Foe i SR A AT 4 ZERAEA AR, B 12 800 250 Al 2k, TONAT: 55 S 361 H br H WA 6 K 1) K
ACRBLFI EH FR H S KR SR
3.2 XRS5 XIESN

KT BRFAGRAFPE T R BRI 2R R A5 20 O T 40 BT AR SO B 7 L 2R G v fg it 3 At
FESEES . (1) % A SO t-dpSGD J3:1 5 J i R AILASS B T B8 B0 26 ME A S AP R AL H b L i 2R B, [ e
X HEAEAS R BRFATIE LR T t-dpSGD S35 i SE PR B FA T, UEBH t-dpSGD B3 RE A% £ i 2 AR U )1 2575 oK
B [ B S BB RADRAFT 5 (2) X HUAS SCRF B SR 6715 AR B S DL B 3R A 70 s ik B ia 17 Fir g i ], ik

J— 7 J—




PSR 4R (AR R 55 47 B 4 11(2024 4F)

HZAS ST 38 A1 A e B B RE S e (R I B AL S 2 S SEvE AT AR R, W6 R 22 5 05 i 25 s 3L =2
RORBK 5 (3) XF A ST STDPPS-SL J5 5 5 2] A b A 2 Ir i AE e i R 68 br BRI, U W]
AR ST D L R A 2 4 1 5 T I | SEIL S 5 07 BRI (R s 2 i L 2.
3.2.1 t-dpSGD F ik *f b 52

SCIG 1 G BHCIZ M 24 (long short-term memory , LSTM ) #7117 e %t LU IR AR BEHLAS B T [ (SGD)
RS -dpSCD FIREBALYINZE 1 1) M RE 22 5, BRIT ¢ 4341 B AL 75 P 3f o A5 780 1 R 1) 52 i 5 HL ik,
FLAEAS [ B RL TR 1 AL BRI () t-dpSGD B3 I 25 (1 455 0 2 505 s B RA TR () 35 5 0L, LA BT
TSI 2E 0 BEORA Y SRR

e, 0 SGD BEE A t-dpSCGD Bk b AT BRI ke, I Xk HEASE RS v B 2 55 3 O . S 6 25 SR A
Kl 4 FiR.

3 05 m
& i‘<

01 2 3 45 6 7 8 9 10 001 2 3 45 6 7 8 9 10
PR30 PR30
(a) HERGFXT L (b) FARAEXT L

4 t-dpSGD H k3Tt LIEE
Fig. 4 Comparative experimental graph of t-dpSGD algorithm

HWK EARF A TUE R -dpSGD By T ALY 25, 0 SRR S B0 S PR A TR, 5256
gEIRANE 5 K.

SEEGEE RS

(1) t-dpSGD F7k REAS M pf 26 X 25 BRI 2 S BE R0 228502 43 BaFh. #R 1] 4 T, t-dpSGD 5 SGD 1
IR L) 10% , FRHEFHZEZ) 0.8, X 2K t-dpSCD 1 T S S E 2540 B AL | AR BEALE 5 5200 1
BT HERA R (0 FLRE A5 SN R BB 5 22 43 B RA 1Y) -1

(2)7E t-dpSGD Fikis il v, SLPRBRFATIUA 5 Y A0 B S I DL E L O R, W BT 5 AT AT Bl 5 I 25
FERIGIM , KRR TR AL R A Tt
322 RBAP RSB EIER

S 2 5 LT R 2 9 T DA IR RE AL R B IR A 1 S B AL S AL IE B IR A1 BN U AEAS
W2 5797 S8R T B T iR SEEe2s R 6 .

SLIEERATHT R SRR RIAAE 500 NS5 SIS T B TR 292 530 s, BB R £S5
J7 Bif 23 B L R R

10 000F o b g e
w 8 —m— LA R 500 - —a— RSCRA T AR
E]]__li ® B%*AU_':%J:BES £ 400 -
206 —— PERABEE FRR10 =
I}E ﬁ"i 300
‘{:_i + 1§ 200
o2 100 -

0 ° Py P

1 2 3 4 5 6 7 8 9 10 0 100 200 300 400 500
YIZREE I Z 59 R
B 5 t-dpSGD EERfEFATIE E E6 BETRIEEHEENILIWE
Fig.5 t-dpSGD actual privacy budget graph Fig. 6 Comparative experimental graph of aggregation

node selection algorithm



JREHEHE , A5 < I 25 B B RD DR P 3L 22 AR 27 2] O i iE e

3.2.3 STDPPS-SL 7 ik 4 bb 52 3

S 3 i ] LSTM A5 #£5F STDPPS-SL Bk 2% 09 -
> R v aaE ) R B 23 B s B RL DR 4 =2 T A PR R 08
et SLHLE AN T FTR. . 06]

SLHG 45 JL 43 A . STDPPS-SL 75 925 1 465 B 31| 25 1 g E o5y —— IR
BEEWHRE Sk, B 7 AR, S HBRERRE o o ey
WRAHN 9%, My, h FHEPFIMY TS 5T 0.2
A S R AT 2 R 7 B B R O R 4 “0 10 20 300 a0 50
T, HEHEF B2 3 5 STDPPS-SL. STDPPS-SL 7 EEECES
e T SRR S RO S R S RO 15 T 1 B7 STDPPS-SL 7% ik XM
D , I P LA U I T ) S5 a3 Fi-7 Comparaie xperimental graph of

T, HATH T 290 7% W) WER FAE AR, SEEL T A
RIS B AR A ] LA AR S A8 T S5 0o =X, 7E R UEAE A o] PR B RTEE T, S0 Ty vk 1 22 ek
SRR .
4 5w

R T FEHESI A B A AUR B R S 5 O TR R R S A AR AR SCHR T — At
2R R B AP L B 2% 2] (STDPPS-SL) J5 ik, i 7 1h 36 FREA 24 ST M 2 2 5 07 i 25 B s dh 52
% MR S5 AR B EUSRAE B - 220 BRAABENLERE N REE D, iS5 T 25wk
HOMERREE , HE5 6 S 5B R E WS EEA LS A G N BRI A, S B = 45 A n e Re
Sl gk, RIS AE FAY 928045 R0 STDPPS-SL J5 i B4 20 v 5] k. A5 ks % & .
(1) BT REAR A ) 5 XHeE g sk 2 Bl i AL 2 R R iR &R (2) Wi — M e Al %38 . &
T 5 BT I B s B e = 5 s

[ &% 30k ]
(1] BHEss, 24 AN LA, Bl Bl L scil . DUR SOt ek R  8dla b oo B[ 1] HUER{R B R4, 2020,22(6)

1358-1369.

[2] FAN L,WANG L. Secure sharing of spatio-temporal data through name-based access control[ C]//Proceedings of the IEEE
INFOCOM 2021—IEEE Conference on Computer Communications Workshops (INFOCOM WKSHPS). Vancouver, Canada
IEEE,2021:1-7.

[3] ZHAO T T,LIU W Z,DI X L,et al. Research on the way of sharing geographic information data in disaster management[ J].
The international archives of the photogrammetry ,remote sensing and spatial information sciences,2022,48(3) :103-109.

[4] MCMAHAN B, MOORE E,RAMAGE D, et al. Communication-efficient learning of deep networks from decentralized data
[ C]//Proceedings of the 20th International Conference on Artificial Intelligence and Statistics. Ft. Lauderdale, USA . PMLR,
2017.1273-1282.

[5] YANG Q,LIU Y,CHEN T,et al. Federated machine learning: concept and applications[ J]. ACM transactions on intelligent
systems and technology,2019,10(2) :1-19.

[6] KAIROUZ P,MCMAHAN B,AVENT B, et al. Advances and open problems in federated learning[ J]. Foundations and trends
in machine learning,2021,14(1) :1-121.

[7] GRASER A, HEISTRACHER C, PRUCKOVSKAJA V. On the role of spatial data science for federated learning [ C]//
Proceedings of the Spatial Data Science Symposium 2022. Virtual. USA ; eScholarship Publishing,2022.1-8.

[8] ASHISH K S. Advancing location privacy in urban networks:a hybrid approach leveraging federated learning and geospatial
semantics[ J|. International journal of information and cybersecurity,2023,7(1) :58-72.

[9] CHUNG P,TAEKYOON C,TAESAN K, et al. FedGeo: Privacy-preserving user next location prediction with federated learning
[ C]//Proceedings of the 31st ACM International Conference on Advances in Geographic Information Systems. Hamburg,
Germany : ACM ,2023:13-16.

— 90 —



PSR 4R (AR R 55 47 5 4 (2024 )

[10]
[11]

[12]

[20]

AR SRR, R B RE AR, JE T ISR A PR I G N IR AR 2 Bk [ )] AR, 2023,51(11) :3061-3069.
JONAS G,HARTMUT B,HANNAH D, et al. Inverting gradients-how easy is it to break privacy in federated learning? [ C]//
Proceedings of the 34th International Conference on Neural Information Processing Systems. Virtual. USA : Curran Associates
Inc,2020.16937-16947.

ZHANG Y H,JIA R X,PEI H Z, et al. The secret revealer: generative model-inversion attacks against deep neural networks
[ C1//Proceedings of the 2020 IEEE/CVF Conference on Computer Vision and Pattern Recognition( CVPR). Seattle, USA
TEEE,2020.250-258.

JOSHUA C Z,ATUL S, Elkordy A, et al. LOKI: large-scale data reconstruction attack against federated learning through model
manipulation| C ]//Proceedings of the 2024 TEEE Symposium on Security and Privacy (SP). San Francisco, USA: IEEE,
2023.1287-1305.

KANG H Y,JI Y R,ZHANG S X. Enhanced privacy preserving for social networks relational data based on personalized
differential privacy[ J]. Chinese journal of electronics,2022,31(4) :741-751.

WARNAT-HERRESTHAL S,SCHULTZE H,SHASTRY K L,et al. Swarm learning for decentralized and confidential clinical
machine learning[ J ]. Nature,2021,594(7862) :265-270.

DWORK C,ROTH A. The algorithmic foundations of differential privacy[J]. Foundations and trends in theoretical computer
science,2013,9(3) :211-407.

JOSEPH F, WANG W, CHEN H N, et al. Differential privacy in health research: a scoping review [ J]. Journal of the
American medical informatics association,2021,28(10) :2269-2276.

WANG Y L,WANG Q,ZHAO L C, et al. Differential privacy in deep learning: privacy and beyond[ J]. Future generation
computer systems,2023,148.:408-424.

JEE A, BN BT RO R AR DGR A 35 N 22 43 B RA IR BE 2 2 DT EEBEAE [ )], W T4, 2024, 52(6) 1963~
1976.

MICALI S,RABIN M,VADHAN S. Verifiable random functions| C ]//Proceedings of the 40th Annual Symposium on Foundations of
Computer Science. New York , USA ;. IEEE,1999.120-130.

[REHE:T F]



